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Question 1. (6 points each) Solve for z:

(a) z+4 =2 (mod 7)

-y _,c/ [
(T/ ;5 Cmd 7§

(b) 3z —4 = 4 (mod 11)
Bx= 8 (mall) —~ B Z
X= 4 8 - 222 (o (mod (1)
=10 (Mod'[uﬂ

(15 points) Decipher the following text which was enciphered using a shift

4 Gned ll) o 3-9=122) (wed I1)

Se

Question 2.
cipher. Word spacings have NOT been preserved.

MAXPHK WLMHKR BLWXYB GXWTLM AXGTKK TMBGZH KKXETM BGZHYT GXOXGM HKLXKB XLHYXO
XGMLMA TMTKXX BMAXKM KNXHKY BVMBMB HNL
ore. mosy  commoa ¥ 1S letlers apart,

Fregue s ‘Q'
A = E « T
>l<+ 6/0'1 Erom M iy X iy o "1‘1 bud Lom X b
 (© M (s 5 . W e Q ues s T —=m , ond [ 4
W ol kS (see Le,,[(\&,§3.

Mecsoge |, The  ord 5{‘0"»’ s defined asithe

V\a\Fra:V\/'ﬂ Oy Celacl—imj O£ on event or serlesS of

eVerts Yhald are o\dh e ¢ +rue or fickious .

For your use, if you would like:
Oy 23 4y g ( 1°8 a h 1 le 15204 18 ), 1718 19 J0 2) 2¢ 2g 9% &¢
Q,‘\‘uke/rABCDEFG‘{IJKLMNOPQRSTUVWXYZ
TaXLMANOPARS TUVWX YZARCDLEFG
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Question 3. (10 points) Encrypt the following sentence using a keyword columnar
transposition cipher, with the keyword MAYBE.

THINK TWO GOOD THOUGHTS

® 0@ p @
MAYBE
™TH | MK
TW 0 o O
BT WO
a6 TS

K6oS TToU ToTH

Message ! HUDG N GH#T

Question 4. (6 points) Solve the following system of congruences:

" z=3 (mod b)
z=1 (mod 8)

We must Lad £ with
(@X, = | (mod g) —> z | @‘00{ g)
» So X Z 2 (mod <)

=\ (mod @3 nd 5. 5»35 | (mod 8>
Sxa 2l m a S5
Then X Z 2.8-2 4+ .55 LMoJ»VCD
= HC+ 535 (medq0)
(= DD (med 40)

CONTINUE TO NEXT PAGE
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Question 5. (4 points each) ,

(a) Give an example of one stronger keyword and one weaker keyword for the Vigenere
Cipher and explain your choices,

A Strenaer keﬂmm\ 'uuc)ud.d be XZBFT‘FE-NJ

Lowuse K& has & diffecent lebfers 0@4 (s et
AN E’%U&"\ wWo (4, (e pot e‘a\s(’.-‘ei ﬁuf’-&ﬁ"d>_

A weaker kQ.\{u}OK& would 5@ ADAMJ%]MU’/ J
repeats dhe (efter A and e 1 ang 3 leflers cyould

: ’
not be encryp ted ot ol L
b) Give 3 integer values of n, including at least one positive and one negative integer, that
P
satisfy the following congruence:

n+3=2 (mod 15)
Nz -1 (mod I5)

T‘DOSSUC\E/ Va,\wéb
he =l-le, -3\, 46, 14,89, 44,69

(c) When trying to decrypt the following substitution cipher, state 2 methods that you
would use. YOU DO NOT NEED TO ENTIRELY DECRYPT THE MESSAGE.

ZLE ZXEE Nz M VHMSZ
@ The \edler MU  a word , So W must e Fhe le Her
J: oY A
@ The le Yers AR ¢ E  are most ’9‘-&1 u_e.v«\-’r) L,u"-,f»{,\
ZLE at +he \0@—«&5“‘ NN N s Hhe Sentence,
These ma be T « E Fe.SPe,CTH\)& \u{
@ The Awe leter wor N\/ conld e o verh LS.

CONTINUE TO NEXT PAGE
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Question 6. In the English alphabet, we know the seven most common letters are

EJ T’ N, O, R, I, Ap

(a) (4 points) How many different 2 letter “words” could we make using these letters, where
a doublefletter is not considered a “word”?

‘ W@, MUS f,(c,\g., twe e “HW#& Hsr dhe ,G,&_;

We (’\¢V€ /I (‘,fl’\"fC-QE- ?@(’ dhe ELe (cﬁﬂ«(j.f@,:((?
b cwoices  left as we cannot hg(oéqj. We

hove ?(7, 9&\ = 1 b :‘E} 2 Luo (‘JS\)

(b) (6 points) Suppose these 7 letters made up an entire alphabet, where each letter is as
likely as any other. What is the probability that the letter T is one of the two most
frequent letters in a text?

Tere ore o ways H  choose Jhe ot mast
‘Q(‘G_c\\ke.n‘\’ (edier and (23 . Z_é@;: 2l ways
btk 9 lefters,

e (&
Prob = "5"&':&1

CONTINUE TO NEXT PAGE
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T -F: Wb AR 3?!“ AR ~ O O
ER

m -
mi=
o

b(g( u\el\”\b A 'QQ»(//\/\M\C& E

12 (\]J@ [med26) = 15 + 3 (mod 26 )

) - Y -

T X = \5 9 + 3 &/.’VVE 0 Jd o LY = )5% = ¢ (M od 2. )

J ' q * o —
N 2T

DS v = 15343 = 48 = 22 (med 2¢) — W

o0 F b\\ @n%\isk oords

[\/\\6 CD S‘C’L»O\ < \‘
-

E L.

—— | AL
S TL e were meant o Pep
= ‘
o o
L= M put ol bed , we do 8 le « oA

VA\’ ) b
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Question 7 The following text is encrypted with an affine cipher, with word divisions
preserved.

-+
Z GZG ZPI Z0 MHA DH’A BEHHG JS IZFBIHUB

E E

ETT
JODHDHU LH SI I

You may use that the most frequent ciphertext letters are H and I.

(a) (15 points) Give the encryption OR decryption formula, and decipher the message.
Be sure to label (encryption or decryption) which formula you give!

Lﬂ“e’,>7 l‘\‘ ‘-5 More EEI;M(U']J "H'\a-"\ -L SO we 'I'TH
{Zf s, lfl_r

A\.@O)me haNe 'h)\)o

(o go with DMWY, buk no dwo 1R )

So\v Hhab begin W ith £ (¢ T2 «@&—)

3 Tz4.T+ b (ned 2¢)
"(/) /‘lﬂ. 'kb (Mad &1/)

Lol yz 21 =25 ld 2
8= \ao +h (Mo 26 T neryorion Formula
S 5 ( - a c( &G> = nQ N P AN

VE Ix + 5 (md 20)
Sz is V27 (mod 24) -

(b) (4 points) Could the most frequent ciphertext letters correspond to plaintext letters N
and R? Why or why not?

No %Q\\ (,,OU.&A- AO’(" i’g H‘% l\l/ I = R/ U:)C’i.(d l'?au(a

the syshem

A

\eMer wor Js  dhat end in £
ledter words

) ¥ & TL‘ en
f

-~ Tz 1230 %b  (mod cl(n}

e wooulA need b be He averse OG!H’{/ Wlﬂ”i‘{ﬁ&é’ rf(ﬂl\}cl\

Joes not oxisk. Thus, Has Qould ntt be an
¢ GP her.



Math 1350 (Summer 2010) Midterm Exam (07/15/2010) 7

Question 8 The following message is encrypted using the Vigenere cipher.

XHUE HMMO PPLR OVAA IPKS BRGQ UHJL GHKR IPNB RFQY FETK VGHA
VHYE CVZL OINS LSRC IBPI VPXW TJHM MSVY TMNK UZSR KULX RWJM
MOPI NXIU YTXH GYTQ AMPG KVKZ BFLG DAET KZAM DFLG ESCZ

(a) (6 points) There are 3 repeated strings in the text above. The string HMM appears twice,
70 characters apart. The string MMOP appears twice, 90 characters apart.

The string FLG appears twice. How many character apart are the two occurrences?
Given these repetitions, what possible length(s) could the keyword have and why?

FLG Appears 10 Unaracters gpart
The kat,wor& le,md-\‘\r\ wat W\ *Pmbala{»z, divide the
qed Clo, 70,96) =10 by 4he Kasiski
Tes | Thus, H\_e K&\fword Mos 4 l{kz.e,w ha's /e,njl—f,

(b) (10 points) If you know that the first words are “Education is”
to encrypt the message.

2w U E RMMo PP L
A A

"EPUC AT T ONTS
X= £:a3-H 219 (vod 26) — T
koD: 7-3 ::;L) [Mod B6Y = £
U->U > 0-20 20 (med26) = il
Fose ot 4-2 = (mdag)> C
W>A | 770 277 (moda(oy H

bé \word TEACH]

THIS IS THE LAST QUESTION. RESOURCES ARE ON THE NEXT PAGE.

, find the keyword used

Checke ,\3 W e See ‘Hf(C neéxy.
leflers  have +he
<ome Shafd,




