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2: (6 pts) Decrypt the following message, which was enmpheled using the Atbash
cipher,
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3. (a) (5 pts) The MOD BAAAAA cipher with keyword MOVIE was used to produce the
ciphertext

ZNGMJ FUJWX

Decipher the message.

MQ}Y if\ Oul COUNrSe '

(b) (5 pts) A ciphertext encrypted with Vigen'ere contains four occurrences of the
letter sequence WCTAWWI starting at positions 258, 270, 378 and 454. What is
the probable length of the key? Explain.

Q10 - A58 =2
373 -2 58 =120 378-270 = [0%
4594~ 378 = 7  ys4-258 = 196
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4. (a) (4 pts) Write t = 17721 as a sum of a subset of the superincreasing sequence
47,52, 112, 216, 436, 868, 1732, 3470, 6937,.13876
17120 % 138376 , 50 Include 1F
AR S \el+
284S > 347 , So iaclyde +

275 lekh
Toclade R|G
|SA=424 [[X A7

177302 1297¢4 34704 a1 + NR+UT

(b) (6 pts) Use the Euclidean algorithm to find ged(8191, 255).
g\ay = 32255 1 3(

55 =831 + 3
3V (03 x|
3z ?)‘\ + 0

gea (8170, 255) = |
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5: Alice and Bob-use base twenty-six encoding and RSA. Alice’s public modulus is

ma = 3403 and her encryption exponent is e4 = 17. Bob’s public modulus is
mp = 7747 and his public exponent ep = 23.

( a) (6 pts) Find Alice’s decryption exponent d4. Make sure to verlfy your answer'

g3

g e Mg 303 = .3 )1‘:3
Ul ™D 30
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&> - 3280 = 99T+ kg 778 |
» 4

' = 37

%2 % 17 = (6 + | \@Ld,{@w()“;}
mlf;;i 1=\T-16 = 17 - (3280~ 142:17) } L
R 192 |7- 3280 |

L [m’\mw:l

/%O b) (6 pts)ATiceTe i

I5&
nciphered message-signature pair (%, ) = (2819,1329). ‘
Recover the encoded message  and its signature o.
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(c) (4 pts) Verify that the above pair was sent by. Bob.

Cord do wTthous QO ) -

(d) (4 pts) Decipher Bob’s plaintext (Note: Your answer should be an English
word).

Oan' v O W Hout (L)



Math 1350 (SPRING 2009) Final Exam (5/11/2009) - 6

6. (10 pts) The following text was encwpted using a keywmd to obtaln a mlxed al-
phabet. : -

: Croset
T ok pel JMEI&%}%IQ WRERE MEHLTF fEron Neash PHiEQ AT

The last word of the plaintext is “UNDERSTAND”. Decrypt the message and
recover the keyword. Show all your work and explain your method.

p]a1n~ABCDEFGHI JKLMNOPQRSTUVWXY?Z

c1phellK TI v H M?&\S
0 Wn NtABCDF@ ZYK)_ y w2

RE éFﬂEF\

e
Same. ’\"3%@'"/ @U&M\ be FQMQMBU

B one letter woard £ e tween AND
Remember <o pebutly -

A L\Qouf aa oy T r@arﬁe}', f s-2e 0\4./1‘

-
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7.- (10 points) The ciphertext

EAQEV STSMG IYESS ARNCH BTFDO ISTOI AREID RRUMW TOLVM IEEHR AEQCE R

was produced by a keyword columnar transposition using a seven-letter keyword.
Recover the plaintext assuming it contains the word “OBVIOUS”.
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8. (10 points) Suppose that “DARK KNIGHT”. enciphers as “PYHY YPOCJH” by using

the Hill cipher with a 2 x 2 matrix A. Determine A and use the same Hill cipher to
decipher “FIRCAN".

WARK KNEG H TYRY  YPo eTH-

2o le (61286 T4 15 4,7, 24 24)15,H,9,9, 77

Bl Cipher  yEA X (med 26) , and A mest b
nWeihble Mmod b

We muss plck A letters To _wem‘e X' <o Hhat

ok Mw;(HMé/ cince A= V'Y"’ (o Qfo).

. — D 4_7 .
o 11 \ I not . 2 - '
6 (o N Ko 19 >

T ‘QCAM (decry e g o 36)
c=Eal s Rl A ot
/ lBﬁTMANz
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9. The following three ciphertexts

XMEEQ IVAVZ PDF&%K SOWPI LGUCH A‘HKEI WGMGV XASR.lL ZT,

ERHGS SAYTT EOSSV YIHTB UBNER NEIET NATET. OVE ET, - 7 - §
TG
and 0 T BT P oTAY /g JoNCSEEC T T
ZQZMT 0CDIB CVNDO i (7P OTWPO 1J07Q ZMTII ZNZZN DO 2 - g

came from the same plaintext. ‘ O - C

(a) (6 pts) One of the ciphertexts was enciphered using a shift cipher, one came
from a Vigenére encipherment with a 13-letter keyword and the other came
from a simple columnar transposition. Find which is which. Ezplain your an-

SwWers.

D \itﬁ)m@ ve - No lefer & Srgnl ‘*“”‘wm«x“f’i&@/
MO, '()'Fet\ ven Hron orhers
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MBre. @*@(;‘ vl o £ «:H\ o ssthie s s

(b) (6 pts) Find the plaintext.
’MM Qf}m?ajiqa )
So o shigh £ -5 A enwqpl, so ShEt +5 £
dﬁuuh{’*"'f
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